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PREFACE 

The California Energy Commission Energy Research and Development Division supports 
public interest energy research and development that will help improve the quality of life in 
California by bringing environmentally safe, affordable, and reliable energy services and 
products to the marketplace. 

The Energy Research and Development Division conducts public interest research, 
development, and demonstration (RD&D) projects to benefit California. 

The Energy Research and Development Division strives to conduct the most promising public 
interest energy research by partnering with RD&D entities, including individuals, businesses, 
utilities, and public or private research institutions. 

Energy Research and Development Division funding efforts are focused on the following 
RD&D program areas: 

• Buildings End‐Use Energy Efficiency 

• Energy Innovations Small Grants 

• Energy‐Related Environmental Research 

• Energy Systems Integration 

• Environmentally Preferred Advanced Generation 

• Industrial/Agricultural/Water End‐Use Energy Efficiency 

• Renewable Energy Technologies 

• Transportation 

 

Supervisory Control and Data Acquisition (SCADA) Retrofit Project Report is the final report 
for the SCADA Retrofit Project (Agreement number PIR‐10‐034) conducted by the Sacramento 
Municipal Utility District (SMUD). The information from this project contributes to Energy 
Research and Development Division’s Energy Systems Integration Program. 

 

For more information about the Energy Research and Development Division, please visit the 
Energy Commission’s website at www.energy.ca.gov/research/ or contact the Energy 
Commission at 916‐327‐1551. 
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ABSTRACT 

The Sacramento Municipal Utility District (SMUD) Smart Grid project, SmartSacramento ®, 
consists of more than 40 individual projects that have been carried out over a four‐year period, 
since 2010. These projects were broken up into seven major categories: Advanced Metering 
Infrastructure, Consumer Behavior Study, Demand Response, Customer Applications, 
Distribution Automation, Technology Infrastructure, and Cyber Security. SMUD’s 
SmartSacramento® project was partially funded by the Department of Energy under the 
American Reinvestment and Recovery Act. The California Energy Commission Research and 
Development Program funded a portion of the Supervisory Control and Data Acquisition 
(SCADA) Retrofit project contained within SMUD’s distribution automation efforts.  

SMUD distribution system is currently comprised of 221 distribution transformers serving 
approximately 592,000 customers. The primary distribution system voltages include 21 kilovolt 
(kV) and 12kV. The 12kV system represents the majority of SMUDʹs distribution system and is 
served from a 69kV sub‐transmission system running throughout the service territory. The 
21kV system is comprised of five 115kV/21 kV substations, with 32 feeders serving the 
downtown Sacramento region. The 12kV downtown network system is served from two 
115kV/12kV substations. 

At the substations where SCADA was unavailable, only monthly load readings were taken by 
field personnel. System engineers and operators then had to make system assumptions based 
on non‐coincident and insufficient load data. In addition, equipment temperature, power flow 
information, and coincident feeder data were unavailable for analysis. Installing SCADA 
allowed collecting circuit load data, voltage levels, volt‐ampere reactive flow, and transformer 
loading at these substations. This enables SMUD system engineers to fully and effectively use 
system capacity and resources. Substation SCADA retrofits coupled with other integral smart 
grid tasks are expected to reduce outage cost, lower distribution losses, lower electricity use, 
and reduce greenhouse gas emissions. 

 
Keywords: SMUD, Smart Grid, SmartSacramento, distribution system, Advanced Metering 
Infrastructure, Consumer Behavior Study, Demand Response, Customer Applications, 
Distribution Automation, Technology Infrastructure and Cyber Security 
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EXECUTIVE SUMMARY 

The Sacramento Municipal Utility District (SMUD) Smart Grid project, SmartSacramento®, 
consists of more than 50 individual projects that have been carried out over a four‐year period, 
since 2010. These projects were broken up into seven major categories: Advanced Metering 
Infrastructure, Consumer Behavior Study, Demand Response, Customer Applications, 
Distribution Automation, Technology Infrastructure, and Cyber Security. Appendix B contains 
additional information on 42 of the SmartSacramento projects. SMUD’s SmartSacramento® 
project was partially funded by the Department of Energy under the American Reinvestment 
and Recovery Act. The California Energy Commission Research and Development Program 
funded a portion of the SCADA Retrofit project contained within SMUD’s distribution 
automation efforts.  
 
SMUD’s distribution system is currently comprised of 221 distribution transformers serving 
approximately 592,000 customers. Before completing this project, only half of these substations 
were Supervisory Control and Data Acquisition (SCADA) enabled, whereas, the other half did 
not have SCADA capability. The SCADA retrofit project cost about $16.9 million and upgraded 
forty distribution substation transformers increasing SMUD’s SCADA enabled transformers to 
70 percent. SMUDʹs current distribution automation plan is to install SCADA at all of its 
remaining 12kV distribution substations. 
 
Installing SCADA will provide real‐time equipment system status and enable system operators 
to remotely monitor and control substation equipment. It will improve reliability and quality of 
service as well as system efficiency and response time to outages. Asset management will also 
be improved and lost revenue from outages will be reduced. The SCADA will support SMUD’s 
other automation initiatives such as the implementing an Advanced Operating System (AOS). 
The AOS enables Conservation Voltage Reduction (see Appendix 1), Volt/VAr Optimization, 
and Automatic Sectionalizing and Restoration.  

The overall project has expanded and accelerated deploying an advanced smart grid 
technologies throughout the Sacramento region.  
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CHAPTER 1: 
SCADA Description 
For electric utility applications, SCADA (supervisory control and data acquisition) is typically 
comprised of software and hardware to remotely control distribution substations (Figure 1). The 
supervisory system is combined with a data acquisition system to acquire information about the 
status of substation equipment for use by distribution system operators or by a distribution 
management system. SCADA provides utility operators with a window into the substation, 
allowing them to see and control substation parameters that are important to the safe and 
reliable operation of the distribution system. 

1.1 SCADA Components 
The SCADA systems installed as part of this project consist of these subsystems: 

• Remote terminal units (RTUs) connect to sensors that convert sensor signals to digital 
data. The digital data is then sent to the supervisory system, as well as receiving digital 
commands from the supervisory system. 

• Programmable logic controllers (PLCs) connect to sensors and convert sensor signals to 
digital data. PLCs have more sophisticated embedded control capabilities than RTUs. 
PLCs are sometimes used in place of RTUs as field devices because they are more 
economical, versatile, flexible, and configurable. 

• A telemetry system is typically used to connect PLCs and RTUs with control centers, 
data warehouses, and the enterprise. 

• A data acquisition server allows clients to access data from these field devices using 
standard protocols. 

• A human–machine interface or HMI presents processed data to a human operator, and 
through this, the human operator monitors and interacts with the process. 

• A Historian (Pi) is a software service that accumulates time‐stamped data, events, and 
alarms in a database, which can be queried or used to populate graphic trends in the 
HMI. The historian is a client that requests data from a data acquisition server. 

• A supervisory (computer) system, gathering (acquiring) data on the process, and 
sending commands (control) to the process. 

• Communication infrastructure connecting the supervisory system to the remote terminal 
units. 

• Various process and analytical instrumentation. 

1.2 System Overview 
The term SCADA usually refers to centralized systems, which monitor and control industrial 
sites, or complexes of systems spread out over large areas. Most control actions are performed 
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automatically by RTUs or by PLCs. Host control functions are usually restricted to basic 
overriding or supervisory level intervention. For example, a PLC may control the flow of 
electricity through a distribution feeder, but the SCADA system may allow operators to change 
the set points for electricity flow and enable alarm conditions, such as large fluctuations in 
power flow and transient power spikes, to be displayed and recorded. The feedback control 
loop passes through the RTU or PLC, while the SCADA system monitors the overall 
performance of the loop. 

Data acquisition begins at the RTU or PLC level and includes meter readings and equipment 
status reports that are communicated to SCADA as required. Data is then compiled and 
formatted in such a way that a control room operator using the HMI can make supervisory 
decisions to adjust or override normal RTU (PLC) controls. Data may also be fed to a Historian, 
often built on a commodity Database Management System, to allow trending and other 
analytical auditing. 

SCADA systems are significantly important in electric grids. However, SCADA systems may 
have security vulnerabilities, so the systems should be evaluated to identify risks and solutions 
implemented to mitigate those risks. SMUD has incorporated state‐of‐the‐art systems and 
technologies to ensure the cyber security of the SCADA‐enabled substations and the entire 
SMUD electrical system. 

1.3 Human Machine Interface 
A human–machine interface or HMI is the apparatus which presents process data to a human 
operator, and through which the human operator controls the process. 

HMI is linked to the SCADA systemʹs databases and software programs, to provide trending, 
diagnostic data, and management information such as scheduled maintenance procedures, 
logistic information, detailed schematics for a particular sensor or machine, and expert‐system 
troubleshooting guides. 

The HMI system presents the information to the operating personnel graphically. SMUD has 
implemented a Situational Awareness and Visual Intelligence (SAVI) project on a Google Earth 
platform to enable operators to use SCADA data and to see substation parameters real‐time. 
The operator can then see a schematic representation of the substation or feeder being 
controlled. For example, an operator can pull up an image of an electrical feeder and see the 
loading on each phase of the feeder, the amps, historical information and more. 

The SCADA system enables alarms system conditions. The system monitors whether certain 
alarm conditions are satisfied and determines when an alarm event has occurred. Once an 
alarm event has been detected, one or more actions are taken (such as the activation of one or 
more alarm indicators, and perhaps the generation of email or text messages so that 
management or remote SCADA operators are informed). In many cases, a SCADA operator 
may have to acknowledge the alarm event; this may deactivate some alarm indicators, whereas 
other indicators remain active until the alarm conditions are cleared. The role of the alarm 
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indicator is to draw the operatorʹs attention to the part of the system ʹin alarmʹ so that 
appropriate action can be taken. 

 

Figure 1: SCADA system installation 

 

A finished SCADA system at one of the SMUD substations. 
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CHAPTER 2: 
Activities Performed 

2.1 Installation 
Installing SCADA systems required design, modification, and installation of electrical, 
communication and DC power supply systems. It required replacing old electro‐mechanical 
relays with new microprocessor relays and the installation of Intelligent Electronic Devices 
(IEDs). To reduce substation outage durations and keep the project on schedule and within 
budget, the installation process at each substation was completed in two stages. The first phase 
involved work that was completed without affecting the operation of the substation, however 
the second phase was completed by removing the substation from service. After testing the new 
systems and devices, the substations were re‐energized and restored back to the SMUD system. 
A cooling fan was installed and heat reflective paint was applied to the enclosure housing 
relays and other devices to ensure operational efficiency and longevity of the equipment inside 
the enclosure (Figures 2 and 3).  

 

Figure 2: Before SCADA installation at one of 40 substations, receiving SCADA upgrades. 
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Figure 3: After SCADA installation. 

 
The two differences are applying reflective paint and installing a fan, both designed to keep the 
equipment cooler on hot summer days. 

 
2.2 Upgrade 
The SCADA retrofit project upgraded forty (40) 69kV/12kV distribution substation transformers 
to enable SCADA. The upgrades occurred on transformers that were not previously SCADA 
enabled. The new SCADA installations greatly improve operator control and reliability of the 
system. The Energy Commission contribution paid for the internal labor associated with the 
installation of SCADA functionality at four of the forty (40) 69kV/12kV distribution substation 
sites. A total of 9,736 labor hours were spent on the Energy Commission substations at Mather 
#1, Mather #2, Walerga Galbrath #1, and Whiterock Sunrise #1. 

2.3 Achievement of Activities Performed 
A total of 77,775 hours were spent completing the SCADA installations at all 40 substation 
transformers. The process took 3 1/2 years from planning through commissioning. With the 
completion of the 40 substations, SCADA functionality is available at 70 percent of SMUD’s 
69kV/12kV unit substations.  
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CHAPTER 3: 
Expected Benefits 
3.1 Benefits to SMUD 
The Supervisory Control and Data Acquisition (SCADA) retrofit provides real‐time equipment 
system status and enables system operators to remotely monitor and control substation 
equipment. It improves reliability and quality of service as well as system efficiency and 
response time to outages. 

It will improve asset management by using the substation automation system to closely monitor 
the condition of the equipment within the substation, in order to maximize the capacity from 
existing equipment and enable more cost effective decisions concerning replacement of old and 
obsolete equipment.  

The SCADA retrofit will reduce lost revenue from outages as the intelligent electronic devices 
will provide equipment monitoring features and will give advance warning of system problems 
to the operators, thus allowing them to react to the situation before transmission capability is 
lost resulting in a forced outage. 

Substation automation makes preventive maintenance obsolete and allows changing to 
ʺcondition based / risk based / or just in time maintenanceʺ practices with the aid of condition 
monitoring capabilities.  

The SCADA functionality supports SMUD’s other automation initiatives such as the 
implementation of an Advanced Operating System (AOS). The AOS enables Conservation 
Voltage Reduction (CVR), Volt/VAr Optimization (VVO), and Automatic Sectionalizing and 
Restoration (ASR).  

CVR and VVO are used in conjunction with each other. CVR uses the Load Tap Changer within 
the SCADA substation. Operators can remotely lower the voltage output at the substation while 
substation and line capacitor banks provide voltage support on the distribution lines. Initial 
tests have been conducted with the implementation of 2 to 3 percent voltage reduction. These 
voltage reductions have demonstrated energy savings (MWh) and reductions in demand (MW). 
Appendix A contains a brief summary of the initial VVO/CVR test. A second test is underway 
that includes 14 substations and 58 circuits. 

When SCADA reports that a circuit breaker has locked out at one of the SCADA retrofit 
substations, ASR is triggered and begins to coordinate the automated switching devices on the 
lines to isolate the fault and re‐route power. This is expected to result in an improvement of 
twenty percent (20 percent) System Average Interruption Duration Index (SAIDI) on the 
upgraded circuits.  

3.2 Benefits to California 
California utilities are implementing smart grid technologies on a broad scale. The smart grid 
will allow utilities to optimize the grid while installing thousands of distributed energy 
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resources on the system. Reliability and efficiency will be improved as infrastructure is put in 
place to centrally manage these new resources. 

SCADA plays a central role in the smart grid, allowing operators to see substation parameters 
in real‐time. SCADA also enables conservation voltage reduction (CVR), which provides energy 
efficiency benefits to the utility and the customer, (Figures 4 and 5). SCADA benefits include: 

• Improved reliability 

• Improved quality of service 

• Improved asset management 

• Reduction in lost revenue due to outages 

• Facilitates CVR 

All of these benefits eventually roll up to California customers as fewer outages, shorter 
duration of outages, reduced utility costs (equates to lower customer costs) and energy 
efficiency through CVR that is invisible to the customer, but real nonetheless. 

Figure 4: SCADA Panel 
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Figure 5: SCADA Electrical Panels 
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CHAPTER 4: 
Advancement of Science & Technology 
The overall project will expand and accelerate the deployment of advanced smart grid 
technologies throughout the Sacramento region. When complete, SmartSacramento® will: link 
smart meters and home area networks with upstream, automated distribution operations; 
optimize distribution system operations to improve system reliability and efficiency; and fully 
enable customers to participate in the electricity marketplace with the introduction of dynamic 
pricing and demand response programs. SCADA implementation is vital for attaining all of the 
program goals and objectives. While SCADA may be installed in other areas, it has not been 
widely studied in combination with such a wide variety of other smart grid projects. 

The Distribution Automation (DA) set of projects demonstrates the installation of system 
automation controls (Figure 6). These include supervisory control and data acquisition 
(SCADA) retrofit of 40 substations (70 percent of the total number of substations) and intelligent 
switching and monitoring equipment at 128 12 kV feeders (19.5 percent of the total number of 
feeders), 18 ‐ 21 kV feeders, and 25 ‐ 69 kV sub‐transmission feeders (44 percent of the total 
number of sub‐transmission feeders). The set of projects also includes the developing and 
installating advanced operating system (AOS) functionality for volt‐VAR optimization (VVO) 
and automatic sectionalizing and restoration (ASR) for feeders. In addition to the equipment 
installations and retrofits that are the backbone of the DA project set, SMUD included several 
projects to improve outage communications to its customers and to increase the operational 
efficiencies of the workforce in the command center, as well as their field forces. All of the DA 
projects are shown in Figure 7.  
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Figure 6: Distribution Automation Schemtic 
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VVO, ASR):on 118 12kV circuits (19.5%)

Reclosers installed on all feasible 21kV 
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120 with SCADA prior to project
+40 additional during project
160 with SCADA after project (69% of total)
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69kV circuits (44% of sub-transmission)

Upgraded Outage Management System
New Mobile Data Terminals & application for troubleshooters/linecrews
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Dashboard/Visualization 
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Figure 7: Distribution Automation Projects 

 

The DA‐related projects will enhance operating capability, increase system efficiency, improve 
reliability (an estimated 25 percent reduction in the annual System Average Interruption 
Duration Index [SAIDI] on the 69 kV circuits and 20 percent reduction in annual SAIDI for 12 
kV and 21 kV circuits for feeder outages only), lower electricity use and flatten load curve 
(estimated 36,520 MWh/yr, 0.4 MW peak load reduction), optimize distribution network 
(estimated 11,150 MWh/yr, 6.2 MW peak load reduction), and lower electricity use and lower 
T&D losses, resulting in a reduction in greenhouse gas (GHG) of 38.1 million pounds. 

The overall project will enable collecting circuit load data, voltage levels, VAR flow, and 
transformer loading. Full SCADA automation will allow the system engineering group to 
completely and effectively use system capacity. It will enable the interoperability between the 
Energy Management System (EMS) and an upgraded Outage Management System (OMS), 
which will optimize the distribution system via CVR, VVO, and future integration with smart 
meter systems (UIQ and the meter data management system). 
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CHAPTER 5: 
Project Performance 
5.1 Project Scope 

• Planned work: Retrofit of 40 distribution substation transformers 

• Project design: Determined project scope, design parameters, system requirements and 
budget 

• SCADA Procurement: Procured SCADA through established SMUD procurement 
processes and in conformance with DOE requirements 

• Construction: Installed new equipment using trained installers and established 
processes and procedures 

• Commissioning and Closeout: Commissioned all new installations to ensure proper 
operation 

• Actual completed work: Retrofit of 40 distribution substation transformers 

5.2 Project Schedule 
• Project Planning        April 2010 – September 2010 

• Procurement          October 2010 – September 2012 

• Civil Design and Telecom Construction  January 2010 – June 2012  

• Electrical Construction      November 2010 – December 2012  

• Project Completion        December 2012 

• Project close‐out        January 2013 ‐ April 2013 

5.3 Project Budget 
With the completion of these forty substations, SCADA functionality is available at 70 percent 
of SMUD’s 69kV/12kV unit substations. SMUDʹs current distribution automation plan is to 
install SCADA at all of its remaining 12kV distribution substations (Figure 8).  

 
Figure 8: SCADA Budget 

Planned Budget Actual Cost Variance 

$16,526,891 $16,943,636 2.5% 
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CHAPTER 6: 
Conclusions 
SCADA implementation provides utility operators with the real‐time information they require 
to monitor and control substation transformers. SCADA also provides real‐time equipment 
status. SCADA supports or enables several additional components that improve grid reliability 
and efficiency. These advanced operating system elements include: 

• Volt VAr Optimization 

• Conservation Voltage Reduction 

• Automatic Sectionalizing and Restoration 

SCADA is an essential part of the smart grid and should be employed in all large and critical 
substations. Cost‐benefit analyses should be run on smaller substations and all cost‐effective 
projects should be installed. 
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APPENDIX A: VVO/CVR Case Study 

 

SMUD Case Study on Conservation Voltage Reduction 
In 2011, SMUD conducted a conservation voltage reduction (CVR) test on six feeders to 
determine energy savings as well as peak demand reduction. The feeders are served from the 
Madison-Kenneth and Myrtle Date 69/12 kV substations. A test of new volt-VAR optimization 
(VVO) software was also performed. 
 
This test entailed the following system enhancements: the installation of new switched capacitor 
banks, addition of new capacitor controllers with two-way radio communications, 
implementation of new VVO software (an enhancement to an existing system called Capcon), 
modification to the voltage settings and local override control for the load tap changer (LTC) 
controllers, and implementation of the CVR control capability with the existing Siemens 
SCADA system.  

 
In order to test both the CVR and VVO benefits, SMUD carefully designed the tests so that there 
were days when only CVR or VVO was implemented, days when both were enforced, and days 
when neither was active. CVR tests were conducted at three different voltage reduction levels 
(CVR Level 1-3). Each level represented a corresponding percentage voltage reduction set-point 
change in the LTC on the power transformer.  



A‐2 

1 percent CVR: 1 percent Reduction in set-point voltage 
• 2 percent CVR: 2 percent Reduction set-point voltage (most tests were performed at this 

level) 
• CVR Level 3: 3 percent Reduction in set-point voltage 

 
The tests were performed during August and September to determine the maximum benefits of 
these programs during the summer months.  

Project Hypotheses 
 
The following are the hypotheses for the CVR/VVO project: 

• Capcon control logic can be modified to incorporate control of distribution line capacitor 
banks to maintain power factor to within an acceptable range. 

• Control logic and communications can be used to control the voltage reduction level on 
the LTC controller from the distribution operations center. 

• Demand reduction and energy savings increase as the normal level of voltage is reduced 
by 1-3%. 

• Proper reactive power management on a substation results in less system losses.  

Results 
 
The CVR control logic was extensively demonstrated through the test period on the two 
substations. On average, the approximate demand reduction for a 2 percent voltage reduction or a 
2 percent CVR test was 2.5 percent for the Myrtle-Date substation and 1 percent for the 
Madison-Kenneth substation. The plot below shows an example 2 percent CVR test on August 
9th compared to the reference day of August 17th. The comparison of the dotted lines shows the 
marked reduction in voltage that resulted from the CVR implementation. The blue dashed line 
shows the voltage being reduced around 8:00am. The red dashed line shows the voltage 
returning to normal at the same time on the non-test day. The solid red and blue lines show the 
corresponding reduction in demand between the test day and the non-test day loading.  
   



A‐3 

 

 

One 3 percent CVR (3 percent voltage reduction) test showed an additional reduction of 350kW, 
approximately 3 percent beyond the reduction realized from 2 percent CVR implementation. 
This indicates a total demand reduction for 3 percent CVR on the order of 5 percent for this 
single instance. Additional 3 percent CVR tests are planned for 2013 to confirm whether or not 
similar voltage reductions are observed over numerous tests.  
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The VVO control logic was demonstrated during the testing and the changes in the control logic 
confirmed via measurement. The final control logic maintained overall power factor between 
0.95 leading and unity on the low side of the substation transformer for both the Madison-
Kenneth and Myrtle-Date substations and is expected to be able to be successfully extended to 
the SCADA retrofit substations planned for 2012 and 2013. An example of the power factor and 
MVAR during testing is shown in the plot below.  

 

 
Myrtle - Date VVO Example – Load Based Transformer kVAR Logic (23 Sep – 30 Sep) 
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The loss minimization from VVO is of a magnitude that was not discernible based on the 
measurement resolution available. However, simulations consistently showed small loss benefits 
associated with control logic in addition to management of the power factor.  
 
 

Lessons Learned  
 

• It was observed that the Carmichael 230kV voltage used for both Capcon and the VVO 
control logic generally indicated substantially lower than neighboring 230kV voltages. 
As a result, the VVO control logic often called for greater reactive compensation than 
would have been called for based on surrounding voltages. This greater reactive 
compensation resulted in a correspondingly greater leading power factor. As a result, 
SMUD modified the control logic to prevent the power factor from going beyond 0.97 
leading. 

 
• Testing of VVO on the Myrtle-Date circuits yielded reactive power being maintained 

within varying ranges as the control logic was altered during the test cycle. The sporadic 
inclusion of two distribution capacitor banks due to communication issues, and the 
switching of substation feeder capacitors that are 1800 kVAR rather than the line 
capacitors that are 1200 kVAR, resulted in a wide range of reactive power demands. This 
bandwidth is expected to narrow as the two capacitor banks are reliably included in the 
control logic and the control logic utilizes the variable transformer VAR demand. 
 

• VVO enables efficient operation of the distribution system and provides voltage support 
necessary to implement CVR. 
 

• Additional testing amongst a larger pool of substations is required in order to determine 
predictability of the CVR control strategy. 
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APPENDIX B: SmartSacramento Fact Sheets 
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